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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	What is non-repudiation in security services? 
	L1
	CO1
	[2M]

	2
	List any two differences between DES and AES algorithms
	L2
	CO2
	[2M]

	3
	Explain the role of SHA-1 in message authentication
	L2
	CO3
	[2M]

	4
	What is the purpose of the Authentication Header (AH) in IPsec?
	L1
	CO4
	[2M]

	5
	State any two objectives of Transport Layer Security (TLS)
	L2
	CO4
	[2M]

	6
	State any one difference between firewall and intrusion detection system (IDS).
	L2
	CO5
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7
	a. Explain any three security mechanisms used to enforce security services.

b. Explain with an example the difference between interception and modification attacks.
	L2


	CO1


	[8M]

	
	OR
	
	
	

	8
	a. Describe the role of confidentiality and integrity in ensuring secure communication over the Internet.

b. What are Internet Standards and RFCs? Discuss their importance in network security.
	L3


	CO1


	[8M]

	
	
	
	
	

	9
	a. Explain how the Diffie-Hellman key exchange algorithm works with a numerical example.

b. State applications of AES.

	L3


	CO2


	[8M]

	
	OR
	
	
	

	10
	a. RSA Key Generation (Small Numbers):
Given:

a. p=3, q=11 e=7
Calculate:

b. n, ϕ(n)\phi(n), private key d

c. Encrypt and decrypt the message M=5 

b. Define cipher block mode.


	L3


	CO2


	[8M]

	
	
	
	
	

	11
	a. What is X.509? Explain its role in authentication

b. Write short notes on HMAC and how it differs from normal hashing.


	L2


	CO3


	[8M]

	
	OR
	
	
	

	12
	a. SHA-1 Padding and Hash Calculation (Simplified):
Given a short message like “abc”, perform:

i. Padding step

ii. Initial hash value setup

iii. Show how the first block is processed (simplified steps)

b. List the steps involved in generating and verifying a digital certificate.


	L3


	CO3


	[8M]

	
	
	
	
	

	13
	a. Describe the detailed structure and working of the IP Authentication Header (AH). How does it protect against replay attacks?

b. Given an IP packet size of 1400 bytes, and Authentication Header (AH) adds 24 bytes, what is the new total size?


	L3


	CO4


	[8M]

	
	OR
	
	
	

	14
	a. Write a short note on Key Management in IP Security protocols.

b. Describe the security associations in  IPSEC.


	L2


	CO4


	[8M]

	
	
	
	
	

	15
	a.  Explain the differences between SSL and TLS.

b. If SSL adds 100 bytes of overhead to each of 10,000 web requests, calculate total additional data transmitted.


	L2


	CO5


	[8M]

	
	OR
	
	
	

	16
	a. Describe the process of virus infection, replication, and propagation

b. What is TLS used for?


	L3


	CO5


	[8M]

	
	
	
	
	

	17
	a. State one design principle of firewalls.

b. Discuss various firewall architectures and their advantages and disadvantages.


	L2


	CO5


	[8M]

	
	OR
	
	
	

	18
	a. Given an IDS generates 5 false positives per 1000 alerts, compute the number of false positives in 50,000 alerts.

b. Describe the characteristics of a trusted system.


	L4


	CO5


	[8M]
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